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Subject: SOP for Security of User Id and Passwords by ICES Users - Reg.
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The Directorate of Systems has from time to time, issued detailed instructions on
password security. These instructions set out the basic steps that should be
followed by all the users to eliminate the possibility of compromised passwords.
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Change the default password after first login which is allotted to users by the
Systems Manager.
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Password must be at least 10 character(s) long. Password must contain
characters from at least three out of following five categories:

o UIF 38T dUT (A-Z)Uppercase alphabetic characters (A-Z)

o SI3RFT 378 gUT (a-z)Lowercase alphabetic characters (a-z)

e 37& (0-9)Numerals (0-9)

o IR-HHFIANH gol (3eEor & fow |, $,#, T %)Non-alphanumeric
characters (for example: !, $,#, or %)

. ?}\ﬁﬁ's’ guT|Unicode characters.
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Password must not contain any of user ID, first name or last name. Password
must not be one of 3 previous passwords.
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Change the password at regular intervals: Password should not-be kept for
use beyond 30 days at the most. All users are advised to change their password
atleast at intervals of 30 days.
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Never repeat a password: Password once used and changed should not be
used again. Ensure that the new password should not be the same as the last 03

passwords. It is a safe practice that protects user from persons who try and guess
passwords.
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Avoid writing the password on paper /on the monitor or anywhere where it

can be found. Most password compromises have their origin in passwords being
written in a place where others can locate them.
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Password should not be typed in front of other people. While typing if it is
suspected that someone may have seen the user’s password, the user should
change the password forthwith.
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DG Systems has already implemented RSA two factor authentication (2FA) on
appstore, playstore and VPN Id login. You can get this RSA token/passcode by
either of the two methods mentioned below:

A. 2FFerg TUTRA clehed Desktop based Token
B. 311 &1 oy 3R el OTP based token
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To address the difficulty of delay in receipt or non receipt of OTP by SMS, DG
Systems has launched an alternate method of getting RSA token on one’s smart
phone using mobile application. Detailed steps to download and configure RSA
mobile app can be found in DG System advisory SI/02/2021 dated 22.02.2021.
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Do not let any unauthorized person to look or handle your mobile phone
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Log off from the application and lock your desktop/ICETABs when away {rom
your desk and do not delegate this to any other person.
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Do not disclose your password/OTP/Token to anybody, not even to your
superior or subordinate. User will be solely responsible for any consequences of
his/her negligence. In exceptional circumstances when the password has to be
shared, it should be changed immediately after the shared task is completed.
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Do not ask subordinates or anyone to carry out operations on the system or
read your OTP/Token meant for login by the officer/staff himself.
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Do not autosave user 1D and password on browsers.
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All concerned are directed to follow the above instructions scrupulously, and
disregard of these instructions may invite disciplinary actions. In case any violation
of these instructions is observed, the onus to establish that the deviation was for
official reasons would be on the concerned person.
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